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Security Management System

Environment Scanning
Objective Setting
Security Event Identification
Risk Assessment
Risk Response (Security Elements)
Control Activities (Audit & Monitor)
Information & Communication Channels

Review & Feedback Channels
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» Robust security begins with

people, across all levels of
the organisation

* People must adhere to processes and be made aware of
sound security practices

Educating/ Training on processes (security awareness)
is a great way to build a security-conscious environment

» Use communication platforms to emphasise importance
of processes and ensure compliance
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Technology

Must be aligned to people and processes

Ensures efficiency in managing security
measures with minimal resources

People must be familiar with the technology,
develop expertise to maximise the
deployment

Regular maintenance and review
Technology should not be seen as an
absolute to secure the organisation
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Review & Feedback Channels

Creating a Security Culture

Strengthen a company’s security infrastructure (layered
approach)

Process includes planning, developing, implementing
and reviewing measures with people

Adopting a systems approach to security by integrating
people, process & technology
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Best Practices

» High-level management “walk-the talk”

» Process includes system of check-and-balance
Written and verifiable policies, procedures and
training materials

» Well maintained technology which is seen as an
enabling tool to make a good process even

better.
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